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Better Analysis.

Separating the Wheat from the Chaff

Introduction

Bluetooth topologies are becoming increasingly complex as the technology evolves and new, more sophisticated
applications begin to appear. Busy lab environments or public testing events (like UPFs) can involve dozens or even
hundreds of devices, all active at the same time.

The BEX400 Explorer Instant Protocol Analysis System is uniquely designed to capture all Bluetooth traffic in the vicinity,
including all piconets and scatternets as well as unsynchronized traffic like pagings and inquiries.

But how does one isolate this traffic and pinpoint only those communications of interest? To meet this challenge, the
BEX400 software includes no less than seven powerful filtering approaches available for real-time capturing and post-
capture analysis, as well as a searchable, editable device database.

This paper will walk the user through the process of using the powerful Device Traffic Filter and associated Device
Database, and will touch on usage applications for other filter mechanisms.

Creating Specific Criteria Using the Device Traffic Filter

The Instant Piconet figure below shows a moderately busy Bluetooth environment. At a glance, we can see about 18
piconets, the formation of a scatternet, some data transfers, and paging events. This traffic is also represented in various
other panes, such as the Instant Timing pane and the Overview.

Instant Piconet (=)

B MM e w | 373168846250 | AU
[ Details | @ Summary | %% Instant Piconet
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Now, what if we just want to see the communications between two Bluetooth devices or all traffic involving a particular
device, and not just in the Instant Piconet pane, but globally, throughout all panes in the BEX400 application? There are a
few ways to do this actually, such as use of Instant Filtering in the Overview, but let’s use the Device Traffic Filter in this
case, accessible from the Tool Bar as shown below:

“{@ Filtering: Keep All -

| Configure... |

Exdude Badkground

Keep all

Here’s what we see when we open the Device Traffic Filter (below). We have a Device Database along with a Traffic
Filtering Criteria tab, where we can define precisely what is displayed throughout the various panes in the application.

Device Traffic Filters =]
Traffic Filtering Criteria Device Database
Exclude Background i Clear %= Add i#l] New Device [Ef Edit Delete | Search: View: All Devices

Name BD_ADDR. Radio LMP Name Company ID -
- Jov i At s 1 s s =

-l Mecel 00:15:83:32:A6:8A Classic Mecel IVT corporation i} K|
W mgAs 00:22:58:00:C8:8A Classic mg2IAS Taiyo Yuden Co., Ltd. i}
M mott TC:BE:E434D6:CD Classic mott Texas Instruments i}
W MRIOLAPOZ 00:1E:37:9FF&:7E Classic MR10LAPDZ Universal Global Sce... ]
- MT8275 43:55:00:22:62: 76 Classic MT&276 i}
- MTK 2 : Classic MTK 2 L]
m ]
-l Nokia 303 Classic Nokia 303 Nokia Corporation 1]
-l Mokia 6220 dassic1 00:1F:01:91:87:C1 Classic Nokia 6220 dassic1 Nokia Danmark A/S i}
W Nokia N8-00 E0:A6:70:C8:64:42 Classic Nokia N8-00 Nokia Corporation i}
M MNokia-01 : Classic Nokia-01 Mokia Corporation 1]
MW MNokia-10 : Classic Mokia-10 Mokia Corporation 1]
- Parrot_2 38:3A1AE!B7:72:22 Classic Parrot_2 i}
- M Parrotl 20:07:12:81:11:11 Classic Parroti i}
-l PARROT-PC-BLUES E8:39:DF:04:B8:71 Classic PARROT-PC-BLUES Askey Computer 1]
-l PATMIFETOZD 1XPL 00:1A:6B:E5:65:00 Classic PATMIFETOZD 1XPL Universal Global Sce... ]
W Fpopp 1F:30:CD:E9:62:76 Classic Ppppp )]
M PTS-MAP-TECHTLPO22 00:80:98:E7:31:4C Classic PTS-MAP-TECHTLPO22 TDK CORPORATIOM i}
W Ram Laptop 90:4C:ESDE:OD:C7 Classic Ram Laptop Hon Hai Precision Ind... ]
M Roland Labana - QINTO7 58:60:35:7A:34:00 Classic Roland Labana - QIN... Apple, Inc 1]

- SCHI110 12:47:BF:A5:4B:05 Classic SCH-I110 ] i
.. cruwmava 1 ARTAR AR LOE. T8 i cAumA A 1 ARTAN Viissremod ol Eie =

[ o ][ cancd ][ apply |

The database will display all devices captured historically and devices captured in the current trace, as well as a list of the
communications established between them.

Let’s create criteria where we show all traffic involving a device we’ve renamed as “MyDevice.” All we'll need to do is to
locate MyDevice in the Device Database, and add it to the Traffic Filtering Criteria.

Here’s a couple of helpful hints - you can use the Search box to locate any text string in the various columns in the
database. You can also click on the column headers to sort any column.
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OK, so we double-click MyDevice and it’s now added to the Traffic Filtering Criteria. Notice that MyDevice is added under
the label “Keep Involving Selected Devices.” This means that we will now see only traffic involving MyDevice, and
everything else will be hidden in every pane in the application.

Device Traffic Filters

Name ~ Radio

|| "™MyDevice" 08:00:28:0E:54:80

Traffic Filtering Criteria Device Database

Keep Involving Selected Dafv\(ei) % Remove %= Add ||| d] New Device [ Edit
[

Name

Mecel
mgZIAS
mot
MRLOLAPDZ
MT6276
MTK 2
MyDevice
|

|
Nokia 303

Nokia 6220 dassic1
Nokia N3-00
Nokia-01

Nokia-10

Parrot_2

Parrotl
PARROT-PC-BLUES
PATMIFSTOZD 1XPL
Ppppp

ATT AN TEALT AROY

Delete | Search:
BD_ADDR.
00:15:83:32:A6:8A
00:22:58:00:C8:8A

7C: D6:CD
00:1E:37:9F:F&: 7TE
43:55:00:22:62:76
EE:49:46:66:20:91
08:00:28:0E:B4:E0

ACIBLFHBLEEDT
00:1F:01:91:67:C1
ED:AG:70:CE164:42
AC:81:F3:82:EE:B4
AC:81:F3:34E4E0
38:3M:AE:87:72:22
20:07:19:81:11:11
E8:39:DF:04:68:71
00: 1A:6B:E5:65:00
1F:30:C:E9:62:76

ANL.BANG.CT. D1, An

Radio

Classic
Classic
Classic
Classic
Classic
Classic
Classic

Classic
Classic
Classic
Classic
Classic
Classic
Classic
Classic
Classic

Classic
o

View: All Devices
LMP Name

Mecel

mg2AAS

mot t

MR10LAROZ

MT6275

MTK 2

Full Android on Blaze ...

Nokia 303

Nokia 6220 dassicl
Nokia N3-00
Nokia-01

Nokia-10

Parrot_2

Parrot1
PARROT-PC-BLUES
PATMIFETOZD LXPL
Ppppp

ATE AN TEALT AANY

Company 1D

IVT corporation
Taiyo Yuden Co., Ltd.
Texas Instruments

Universal Global Sde...

Texas Instruments

Mokia Corporation
Nokia Danmark A/S
Nokia Corporation
Mokia Corporation
Nokia Corporation

Askey Computer
Universal Global Sde...

g ) ) ) ) ey, ) ) ) )y, L )
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1
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| o] |

i

So, what began as a fairly large capture with about 40 devices is now reduced throughout the application’s panes to
MyDevice and the corresponding traffic with the four devices it has communicated with in this capture.

Here’s an added bonus: you can now save this filtered version of the capture to exclude all but the filtering criteria (File
menu/Save Filtered Copy), greatly reducing the file size!

Now, what if | want to see traffic between MyDevice and YourDevice, as opposed to MyDevice and all other devices
communicating with MyDevice as we discussed above?

No problem, except this time, we'll add YourDevice to the Traffic Filtering Criteria as shown below.

Device Traffic Filters

Traffic Filtering Criteria Device Database

Keep Only Selected Devices - 3 Remove %= Add | | ] New Device [f Edit [§ Delete | Search: | my,your View: All Devices +
Name ~ Radio Mame BD_ADDR. Radio LMP Name Company ID
-l Laptop 00:21:86:71:38:A4 Classic SOWMYA_LAPTOP Universal Global Sce... ]
Lom L}
-l MyDevice 08:00:28:0E:B4:B0 Classic Full Android on Blaze ... Texas Instruments i}
W MyDeviceY 00:22:58:41:14:77 Classic 1AS Taiyo Yuden Co., Ltd. i}
W My Android Phone 22:22:BE:DHELBA Classic My Android Phone
M My Android Phone 22:22:FF:FF:7D:DE Classic My Android Phone
~ M My Blackberry 30:7C:3EC 17:08 Classic BladkBerry 9550 RIM
o My Car 00:09:93:20:00:01 Classic My Car Visteon Corporation
-l MyDeviceX 00:01:60:91:07:BA Classic HARMAN 3 ELMEX Co., LTD.
-l MyDeviceZ 00:22:58:27:06:77 Classic 1AS Taiyo Yuden Co., Ltd.
- ll YourDevice 00:02:58:03:0E:BC Classic USD78WVLL1 Cambridge Silicon Radio
ok | [ cancel | [ mppy |
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Note that even though MyDevice and YourDevice are communicating to other devices, these other devices are hidden;
only communications between MyDevice and YourDevice are left in the application’s panes. Note also that the drop-

down in the Traffic Filtering Criteria now updates to show “Keep Only Selected Devices.”

Another helpful hint: The Search box is using a comma to AND devices name beginning with “My” and “Your.”

Here’s a look at the Instant Piconet pane after the filter has been applied:

Instant Piconet

MM MO

>

40065 191 375

TourDevice

303 Raw data | § Security | [ Detais | @Y Summary |§% Instant Piconet

A global look at the application gives a better perspective on the before and after effects:

Before:

Fle View

Samsung2 btt* - Ellisys Bluetooth Analyzer
Layout Search Record Tooks Heb

D5 A P Recrd -

stop et | 8 2 | Ehavigate -

DyMarkers () & Dy | \@Fitering: keep Al - | G 2

4% Viekome  BR/EDR Overview | Low Energy Overview | HCI Overview
Protocol: Single selection ~ cPed @O w0 O@H O W E | 705itensdspayed
Type fier 0 ~[rype fier <[ rype fter ¥ ~[rype f... | <[ Type fiter... |7 +[Type fiter -
Time Tem Communication Originator Status Payload
189341235 750 & L2CAP Configure (030041, 0x0041) Master, YourDevice” 00:02:58:030E:5C <-> Save, MyDevice” 05:0... Master oK
189,392 545 750 D packet (ACL, 1 Mbps) Master, YourDevice” 00:02:58:03:0E:5C <> Siave, Unknown Master oK
189,343 171500 € 12AP Configure (1x0041, 0x0041) Master, YourDevce” 00:02:58:030E:6C <-> Save, MyDevice” 05:0... Save oK
159,365 171750 & 63 RFCOMM Comect ( Signaiing) Master, YourDevice” 00:02:58:030E:6C <> Save, MyDevice” 05:0... Save oK
182.4220% 375 8 Paging (SCHILIO® 12478F:ASHB05 > Parmot .. Master, SCHILI0" 12:47:BFA:4B:05 <-> Save, Parrot 2" Bi3AL.. Master ok
189,446 295 750 (§5) RECOMM DLC Parameter Negotiation ( R. Master, YourDevice" 00:02:SB:03:0E:5C <-> Save, MyDevice” 08:0... Slave No RequestFro
189496 921375 65) RFCOMM Connect ( D) Master, YourDevce 00:02:58:030E:6C <-> Save, MyDevice” 05:0... Save oK
189.510045625 = RECOMM Maden Status Master, YourDevice” 0:02:5B:0305:8C <-> Siave, MyDevie” 08:0.., Master oK
189,530 671500 (E5) RFCOMM Modem Status Master, YourDevce” 00:02:58:030E:6C <> Save, MyDevice” 08:0... Save oK
189,550 045 500 & ATHFP Supported Features; AT4BRSF=39 > +... Master, YourDevice" 00:02:58:03:06:6C <-> Slave, MyDevice 08:0... Master oK
189,599 421 250 e 12CAP Connecton (1X0042, 0X0042: AVDTP) Master, ourDevice” 0:02:58:03:08:5C <-> Save, WyDevice” 080, Siave o
189.621295 500 (§5) RFCOMM U Frame (- o I+l Master, YourDevice" 00:02:5B:03065C <-> Save, MyDevice” 08:0... Master ok No dota
188,641 207 250 & ATstring: OK Master, “YourDevice” 00:02:58:03:0E:6C <-> Slave, MyDevice” 08:0... Siave oK 4bytes (4F 48 0D 0A)
189,645 045 500 4 L2AP Confiure (X002, 030042) Master, YourDevice” 00:02:58:030E:5C <-> Save, MyDevice” 08:0... Master oK
159,666 921250 fi L2CAP Configure (030042, 0¥0042) Master, YourDevice” 00:02:58:030E:6C <-> Save, MyDevice” 05:0... Save
159.670045 500 AT T Indcatar: AT+CINDP > 4O 1,000, | ster, YourDevie” 0D02:55:03:05C <> Save, MyDevee” 050, | Master [0k | |
189,700 045 375 @ ATMT EvertReporting: AT+CVER=3,0,0,1 » K Master, “YourDevice" 00:02: B:030E:5C <~ Save, MyDevice" 08.0...  Master oK
189700671375 @ L2CAP Connection (0x0043, 0x0043: AVCTP) Master, “YourDevice” 00:02:5B:03:06:8C <-> Slave, MyDevice” 08:0... Slave oK
188.701921 125 3 AVDTP Discover Command » Uszcl-No, ACP 1 Master, ourDevice" 00:02:B:03:0E:8C <-> Save, MyDevice” 08:0... Slave oK
188726 235000 fis L2CAP Parameter Update, Incompiete Master, YourDevice” 00:02:58:030E:5C <-> Save, MyDevice” 05:0... Master NoResponse Fr
189.734 421375 L2CAP Connection (DX004, 0x00%: 2, Incomplete. Master, “YourDevice” 00:02:5B:03:0E:6C < Slave, MyDevice” 08:0..,  Master NoRequest Fro...
189,736 922 125 @2 L2CAP Unknown Command 0x24 Master, “YourDevice" 00:02:58:0306:6C <> Save, MyDevice” 08:0... Save ok 19 bytes (240D 58 08 4C 00 44,
189,738 171250 @i L2CAP Configure (0x0044, 0x0044) Master, "YourDevice” 00:02:5B:03:08:5C <-> Slave, MyDevice” 08:0... Slave ok
189739 421375 55, AVDTP GetCapabiltes (2C7-1) > Medi.. Master, ourDevice" 00:02:B:03:0E:8C <-> Save, MyDevice”08:0... Slave oK
189,743 795 500 5 L1+L..  Master, YourDevice 0:02:SB:03066C <-> Save, MyDevice” 080... Master oK No data
189,789 421 125 1,071, 1 Master, YourDevice” 00:02:5:03:0E:6C <-» Save, MyDevice” 05:0... Slave ok
159.510045 375 EndPacket)  Master, YourDevice” 00:02 BH030EEC <-> Save, MyDevice" 06:0... Master oK 13bytes (4709 1E 69 A9 15 2.
189.821921 125 i 12CAP Confiue (0x00%4, ), Tncomplete Master, YourDevice" 00:02:58:03:0E:5C <-> Sive, MyDevice” 08:0... Master NoRequest Fro
159,866 651625 ID packet (ACL, 1 Mbps) Master, ‘mg2AS" 00:22:58:00:CB:84 <-> Siave, Unknown Master
188315 171125 T AVDTP Open (+P-1) » Accept Master, YourDevice” 00:02:58:030E:6C <> Save, MyDevice” 05:0... Save ok
Instent Timing
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(aaluiii oy ol o
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SCHE 27 863850 || @ odctos AT+CINDY> V<IN 1,005, 02V0¥h> 0KV — — — —
ko e =5 ko b w5 who ) =5 b £ sl aiko
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Manage S5 Keys
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After:

ELLISVS btt - Ellys Bluctooth Analyzer
B vew
D H A Recod -
% Viekome  BR/EDR.

Protocol: Single selecton ~

Layout Search Record Tooks Hep

Stop

Low Energy Overview

HCL Overview

+ NP OQAHTRE

Restart | % 25 | Ehavigae +

D Markers (2) ~ & 0 | @Filtering: Only YourDevice, MyDevice ~ | & =

770 items dislayed

[Type fter ¥ ~[Type fier
Time Communication
132,592 599625 5158 LMP PacketType Table (Accepted) Master, “YourDevice” 00:02: SB:03:0E-EC <-> Save, MyDevice” 08:00:25:0E 8480
132,620 100375 P Set AFH Master, YourDevice" 00:02:58:03:06:BC <-> Siave, "MyDevice” 03:00:28:0€ 8450
132,650 100 250 LYP Chanel Cassfication Request (AFH Reporting Enablec) Master, YourDevice” 00:02:SB:03:0E-BC <-> Slave, MyDevice” 08:00:28:06 54,80
132,656 350 250 LMP Authentication Transaction Master, YourDevice" 00:02:58:03:0E:BC <-> Siave, "MyDevice” 03:00:28:06 8450
132.692601 250 LMP Encrypton Mode (Accepted) Master, YourDevice” 00:02: SB:03:0E-EC <-> Save, MyDevice” 08:00:25:0E 480
132,715 100 250 LMP Encryption Key Size (Accepted) Master, YourDevice" 00:02:58:03:0E:BC <-> Siave, "MyDevice” 03:00:28:0€ 8450
132.758.850 250 U startencrypton Master, YourDevice" 00:02:58:03:0E:BC <-> Siave, "MyDevice” 03:00:28:0€ 8450
132,750 476 125 & Encrypted Traffc G 480) Master, YourDevice” 00:02: SB:03:0E-EC <-> Slave, MyDevice” 08:00:28:0E 8480
137,899 205 250 Paging (MyDevice” > YouDevice" Master, MyDevice™ <> Slave, YouDeviee"
138,401 705 625 P Features Exchange Master, MyDevice™ <> Slave, YouDeviee"
138,416 079675 £ VP Verson xchange (Master: 40, Save: 2.0) Master, MyDevce” <-» Slave, YouDevice™
138.439.829675 65 LMP Role Switch (Accepted) Master, MyDevice™ <> Slave, YouDeviee"
138,599 204625 9 FrS (VourDevice) packet (ACL, 1 Mbps) Master, MyDevice” <> Slave, YouDeviee”

Master, "MyDevice'

<-> Slave, YouDevice”

v

q
[Type fo.. ¥ ~[Type fter ¥ ~[Type fter

Originator  Status Payload

Master ok

Master ok

Master ok

Master ok

Master ok

Master ok

Master No Response From Slave

Save ok

Master ok

Master No Response From Slave

Slave ok

Save ok

Save ok 20bytes (1705 AE4F
Save ok 20 bytes (1705 AE4F

ElmyLayout [ Fuil sreen

b | [Instant Piconet

1@

Voueice

138,600 454 625 9 FHS (VourDevice) packet (ACL, 1 Mbps)

CETrRTT

138,610 083 500 2 LMP Host Comnection Master, YourDevice” 00:0%:56:03:0E:EC <~> Siave, MyDevice” 05:00:25:06 5450 Slave o Request From Slave
138611344625 U#P PacketType Table (Acceptec) Master, YourDevice” 00:02: SB:03:0E-EC <-> Save, MyDevice” 08:00:25:0E 8480 Master ok
138611969625 P Setup Complete Master, YourDevice" 00:02:58:03:0E:BC <-> Siave, "MyDevice” 03:00:28:06 8450 Sve No Response From Master
138638544375 P SetaFH Master, “YourDevice” 00:02: SB:03:0E-EC <-> Save, MyDevice” 08:00:25:0E 40 Master ok
138663544375 4P Channel Classification Reguest (AFH Repor g Enablec) Master, “YourDevice” 00:02: SB:03:0E-EC <-> Save, MyDevice” 08:00:25:0E 8480 Master ok
138671344250 LMP Authentication Transaction Master, ourDevice" 00:02%:58:03:06:BC <-> Siave, "MyDevice” 08:00:28:06:8450 Master ok
138715094 250 LMP Encrypton Mode (Accepted) Master, “YourDevice” 00:02: SB:03:0E-EC <-> Save, MyDevice” 08:00:25:0E 840 Master ok B MM Wi 138596705125
138725 034 250 P Enayption Key Size (Accepted) Master, “YourDevice” 00:02: B:03:0E-EC <-> Save, MyDevice” 08:00:25:0E 8480 Master ok o [®5 Sy —
T Detals [ @) summry | Instant Picone
138,776 34 375 LMP Start Encryption Master, YourDevice” 00:02:SB:03:0E-6C <~ Slave, MyDevice” 08:00:28:06 6480 Master No Response From Slave
138.783 220 750 Unknown LMP Message Master, YourDevice" 00:02:5B:03:06:BC <-> Slave, "MyDevice” 08:00:28:0E:8480 Siave No Request From Slave Security *ox
138,788 844 250 5§ Unknown LMP Message Master, ourDevice" 00:02:58:03:0E:BC <-> Slave, "MyDevice” 03:00:28:06 8450 Master ok Manage S5P Keys
138791344 250 % L2CAP SDU (Besic, Des(~0x6F36) Master, “YourDevice” 00:02: B:03:0E-EC <-> Save, MyDevice” 08:00:25:0E 840 Master ok S ———— — — -
138.791970 375 Unknown LMP Message Master, “YourDevice” 00:02: SB:03:0E-EC <-> Save, MyDevice” 08:00:25:0E 8480 Sve ok p——— e
13879384 250 y L2CAR SDU (Basic, D<=/ ~0x14D7) Master, YourDevice” 00:02:SB:03:0E-BC <-> Slave, MyDevice” 08:00:28:06 54,80 Master ok
138,794 469 625 L2CAP C Frame (ACL Flow Events) Master, YourDevice™ <= Slave, "MyDevice" 08:00:28:06:84:80 Save ok = .. Missing Not applica
< i) ’ L
Instent Timing 7 x .. Missing. Missing
[N Q [m]F- orgin 185051 ms  ~ e 2001me - | Display + B
- .. Missing Not applica
vircless @ 4
Wy Davice”DEO0ZH0ES 22D28102:225F... 3DDEZ6DL...
P, . . . n i e e = =B
oD 170,225 630 750 " 22D28102:223F... 3CDB4TCY.
oD nDnZSEnl [ o oo = s p @m plftl s
5 167713757375 22028102:225F... 63CBCSDS..
§ 189288421750 Missing. Not applica.
§ 213558772500 22D28302:223F... ADSDAFFS
E5/1D packer (ACL 1) § 219205017500 22028102:229F... 600275E3:
25/1D packet (ACL 1 bys) 221,628 764 5
o T wbe T wmbe T wbe T whe T wbo O whe T whe T wb ! T et e2bo | obe | oabe | oshe osho | who | osho | osbo ! " 1lle 251782 516 125 "YourDevice” 00... 0000 2202R102:223F... FiFcaees:.
138,600.00 ms 13861000 ms | o ,
5 Raw data | & Searity
Ready 304402

This new filter (Only MyDevice, YourDevice) is now saved and is quickly accessible in the Filtering drop-down menu
located on the tool bar, and can easily be enabled and disabled:

\@JFiItering: Only MyDevice, YourDevice +
Configure, ..
Exdude Background
Keep Al

Only MyDevice, YourDevice

Benefits of Editing a Device’s Properties

The Device Traffic Filter provides the user with the ability to edit various device properties (Edit icon), including the
BD_ADDR, name, color, and radio type. These edits are used throughout the various panes to identify the device, and can
help greatly with visual recognition, for example by providing an easy name, such as MyDevice, or changing the color
associated with the device as used in other panes.

Edit Device
Parameters

BD_ADDR  |08:00:23:0E:B4:B0

Mame MyDevice
I -

Classic

Calor

Radio
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But why make the BD_ADDR editable? Well, as we know, the BD_ADDR of a device is not always transmitted over the air
and in fact in most cases it is only partially present over the air. This can lead to difficulties in decrypting the device’s
traffic, as the full BD_ADDR is one of the components required for decryption. See EEN BT07 — Secure Simple Pairing
Explained for more details.

There are ways to make a device to send its full BDADDR (such as doing an Inquiry to force a discoverable device to send
its FHS packet), but it may be simpler to just add the full BD ADDR into the Device Database. This new information is
stored by the BEX400 application and can now be used by the application’s Security features to decrypt traffic.

As captured:
Edit Device
Parameters o
BD_ADDR | :FD:50:3C.09
Mame oo FD:90:3C:09
Color R -
Radio [C]agsjc ,,]
As edited:
Edit Device
Parameters o
BD_ADDR  |AC:2B:FD:50:3C:05
Mame UpdatedMyDevice
Color - -
Radio [C]agsjc ,,l
Adding a New Device

As mentioned above, we can edit a partial BD_ADDR on a given device in the Device Database. Interestingly, we can also
add a new device, without ever having captured this new device. Simply click on the New Device button in the Device
Traffic Filter, and edit the properties as needed:

Mew Device

Parameters
BD_ADDR | 11:22:33.44:55.66

Mame MyMew Device

Color - =
Radio [Dual Mode ']

The advantage of this approach is that the devices are known right away by the BEX400 software, without any need of
auto-detection, which can eliminate potential issues in special cases.
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Better Analysis.

Summary of All Filters Available

The table below summarizes the various filters and their purposes. More details on all filters are accessible in Chapter 8
of the User Manual, which installs along with the BEX400 application.

Filter Type Filter Location Purpose of Filter ’

Instant Filters Atop each Overview column Highly flexible text string filter used to include or
exclude items displayed in any column.

Includes wildcards.

Protocol/Profile Filters Filter Bar atop Overview Single, Multiple, and Custom Grouping Selections.
Allows for display in all panes of only selected
protocol(s), profile(s).

Instant Piconet Keep Right-click on Instant Piconet Filters all panes to show only Piconet(s) or LE
Only Filter pane Connection(s) of interest.
Devices Filter Atop header bar on Overview Provides a list of all devices in the current capture and a

database of previously captured devices, and allows for
show/hide of specified device communications. Allows
for exclusion of background traffic. Affects all panes.

Instant Timing Display Display button on Instant Shows/hides Establishment traffic and Idle traffic in the
Filter Timing toolbar Instant Timing pane.

Instant Timing Keep- Right-click on packet in Instant ~ Allows user to keep only the selected piconet. Affects
Only Filter Timing pane. all panes.

Overview Keep/Exclude Right-click menu on Overview Line/Column (cell) context-sensitive filter to Keep or
Filter Exclude selected item.

Capturing Traffic

Please consult our Expert Note, “Your First Wide-band Capture” to learn how to properly configure and operate your
analyzer to take clean captures. A link is provided below.

Getting the Software

The software is available upon request on the Ellisys website at:
http://www.ellisys.com/products/bex400/download.php

The download is subject to approval, but approval will likely granted to any company that is part of the Bluetooth SIG or
seriously involved in Bluetooth development.

Feedback

Feedback on our Expert Notes is always appreciated. To provide comments or critiques of any kind on this paper, please
feel free to contact us at expert@ellisys.com.
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Better Analysis.

Other interesting readings

= EEN BTO1 - Capturing Bluetooth Traffic, the Right Way

= EEN BTO2 - Bluetooth Analysis Tutorial

= EEN BTO3 - Your First Wide-Band Capture

= More Ellisys Expert Notes available at: http://www.ellisys.com/technology/expert _notes.php
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